Staff who can view CCTV need more than a password and a quick tour of the monitor. They need to understand
why each camera is in place, what they are allowed to do with footage, how to protect people’s privacy, and what
to do when something goes wrong. A good training programme turns those expectations into consistent,

documented practice.

That matters in mixed-use buildings, where a single system may cover entrances, lifts, mailrooms, loading areas,
car parks and shared facilities. Residents, visitors, employees, delivery drivers and customers may all appear in the
same footage. The aim is not to watch everyone more closely. It is to use the least intrusive system that can

answer a clear security question, and to make sure authorised staff handle it responsibly.

This guide outlines the core topics for an initial induction and regular refresher training. Adapt it to your building,
your CCTV policy and the responsibilities of the organisation operating the system. It is operational guidance, not

legal advice.

Start with purpose, ownership and accountability

Before anyone is trained to view footage, they should know who owns the decision to operate the system and
who is responsible for day-to-day governance. In a managed building, responsibilities can be split between an
owners' association or board, the property manager, the managing agent and a security contractor. Do not leave

staff to guess who has authority.

Explain who approves camera installations and changes, who controls access, who handles requests for footage,
and who reviews the system’s performance. Make clear that a board or building committee may set policy, but

routine access should still follow a defined authorisation process. Keep decisions and approvals in a written record.

Training should also explain the purpose of each camera. Ask: “What security question does this camera
answer?” For example, a camera might help establish whether a secure door was forced or identify the direction of
travel after a reported theft. “It could be useful one day” is not a sufficient reason to install a camera or keep

footage indefinitely.

Make permitted use specific



List the approved purposes in plain language, such as investigating a reported incident, managing an immediate
safety risk or responding to a properly authorised request. Staff should understand that CCTV is not a tool for

curiosity, monitoring neighbours, checking up on colleagues without authority, or settling personal disputes.

Cover the consequences of misuse, including loss of access, disciplinary action and possible escalation to the
organisation’s privacy lead or legal adviser. Staff should know how to report a concern without trying to

investigate it themselves.

Teach data minimisation, not “film everything”

Data minimisation is a practical principle: collect and use no more footage than is needed for the stated purpose. It
applies when cameras data minimization surveillance are chosen, when they are aimed, when someone searches
recordings and when a clip is shared. Staff should not zoom, follow a person across cameras or review unrelated

areas unless there is an authorised reason.

Explain the difference between live viewing and recorded footage. Live monitoring should be limited to roles and
situations where it is genuinely needed. If a staff member is assigned to a monitor, give them a clear task and a

defined shift or period. Passive screens left visible in reception can invite casual viewing by staff or visitors.

Include a no casual viewing rule: authorised access is for assigned work only. Staff must not browse footage to
see who is visiting, look for a colleague, check on a resident or show an interesting clip to someone else. They

must not use a personal phone to photograph a screen or make an unauthorised recording.

Cover camera placement and field-of-view control

Operators should understand the basic layout of the system and the approved field of view for each camera.
Training is not permission to reposition cameras or change settings. If a camera appears to capture more than its

intended area, staff should report it to the designated system owner rather than adjust it informally.

Explain that camera views should be confined to the area necessary for the security purpose. A lobby camera, for
instance, may need to cover an entrance but not a private home interior through a glazed door. In a car park, the
intended view might be a vehicle access point rather than every parking space in close detail. Avoid capturing

private areas or neighbouring property where reasonably possible.

Use a camera map or schedule in training, showing each camera’s location, purpose, authorised view and any
privacy masking. Ask staff to flag changes in the environment that may alter the view: new signage, construction, a
moved reception desk, a replacement camera or vegetation affecting visibility. Changes should be reviewed and

recorded by an authorised person.

Set clear access and export approval steps

Staff need a simple, repeatable process for finding and exporting footage. A request should not turn into an open-
ended search. The process should establish what happened, where and when, what footage is relevant, who is

requesting it and who can approve access or disclosure.

Recommended export approval steps

1. Log the request. Record the requester, date received, reason, incident reference, relevant location and time

window. Ask for a precise time range where possible.
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2. Check authority and purpose. Confirm the request is within the organisation’s policy and route it to the

named approver. A staff member’s curiosity or a verbal request from someone senior is not, by itself, approval.

3. Limit the search. Use the smallest reasonable time period and the relevant camera or cameras. Avoid

exporting adjacent footage “just in case”.

4. Review and redact. Check whether other people, sensitive areas or information appear in the clip. Apply

privacy redactions where required before disclosure.

5. Secure the export. Use an approved encrypted or access-controlled method. Record the file name, format,

export time, operator and approver.

6. Confirm receipt and retention. Record who received the footage, how it was delivered, where the copy is

stored and when it must be deleted or reviewed.

Always ask: Where does the exported clip end up, and who can open it? Staff should never email raw clips
around, upload them to personal cloud storage or drop them into a broadly shared folder. If an external party
requests footage, staff should refer the request to the responsible manager or privacy contact rather than promise

access on the spot.

Teach privacy redaction basics

Redaction means limiting what a recipient can see or hear when disclosure is authorised. It may involve blurring
faces, masking vehicle registration plates, muting audio or excluding irrelevant parts of a clip. The correct approach
depends on the request, the purpose and the applicable rules. A redacted export should be checked to make sure

the masking remains effective throughout the clip, including when people or vehicles move.

Training should go beyond faces and plates. Include a short review checklist for other information that may need

attention:

® People reflected in glass, mirrors or polished surfaces.

e Children or people in vulnerable situations.

® Visible screens, access codes, keys, documents or delivery labels.

® Private doorways, windows or areas outside the approved camera view.

® Audio, where the system captures it, including conversations not relevant to the incident.



® Details that could reveal someone’s routine, location or identity unnecessarily.

Staff should not assume that a paused frame, screenshot or short excerpt is automatically safe to share. If they are
unsure whether redaction is needed or how to apply it, they should stop and escalate the question. Keep an

unaltered master only where authorised and necessary, with access restricted and the reason documented.

Set retention periods and routine deletion

Teach staff the retention period for each system and explain that recordings are not kept forever by default. A
routine deletion schedule should remove footage when it is no longer needed for the stated purpose, subject to
any valid incident hold or other authorised requirement. Staff should know who can place a hold, how it is

recorded and who reviews it.

Routine deletion should be automatic where the system supports it, with a documented schedule and periodic
checks that the configuration is working. If a relevant clip must be preserved, isolate only the necessary footage,

record the reason and set a review or deletion date. Do not turn a temporary incident hold into indefinite storage.

Explain that exported copies need their own lifecycle. Deleting footage from the recorder does not necessarily
delete copies on a workstation, USB device, email account or shared drive. The owner should keep a log of exports
and confirm deletion from approved storage at the end of the authorised period. Avoid shared-folder dumps with

no named owner or deletion date.

Include incident response and practical exercises

Staff should know what to do if they see an immediate threat, discover a camera is offline, suspect unauthorised
access or realise footage has been exported to the wrong place. Give them a clear reporting route, including an
out-of-hours contact where needed. They should preserve relevant information and notify the responsible person

promptly, but not circulate clips or attempt to conceal an error.

Use short scenarios in training. Ask learners to respond to a resident requesting footage of a delivery, a board
member asking to "have a look”, a missing parcel report with an uncertain time, and a clip that includes people
unrelated to the incident. These exercises reveal whether staff can apply the policy under pressure, not just repeat

its wording.

Document training and test understanding

Keep a record of who has been trained, when, which system and procedures were covered, and when a refresher is
due. Require staff to acknowledge the CCTV policy and confidentiality expectations. Access should be removed

promptly when someone changes role or leaves.
A useful training plan can be checked against the table below:

Training topic What staff should be able to do Evidence to keep Purpose and governance Explain approved uses
and identify the decision-maker and escalation contact. Policy acknowledgement and training record. Data
minimisation and viewing Search only relevant footage and follow the no casual viewing rule. Access logs and
scenario assessment. Camera views Recognise approved views and report inappropriate capture or changes.
Camera map and change log. Exports and redaction Follow export approval steps, secure files and apply privacy
checks. Approval and disclosure log. Retention and deletion Apply retention rules, document incident holds and

dispose of copies on time. Retention schedule and deletion records.



A note about prices and scraped articles

A common mistake in scraped or republished articles is to expect prices even when the subject is staff training and
governance. There is no single standard price for CCTV training: costs depend on building size, system complexity,
delivery format and whether specialist advice is needed. This guide does not list prices because it is not comparing
training providers or selling a service. If you publish a provider comparison, verify current prices directly, state what

each price includes and date the information. Do not invent figures or present old scraped prices as current.

Make the standard easy to remember

Good CCTV training gives staff a clear purpose, a named chain of accountability and a safe process for every
viewing and export. Keep the core habits visible: access only for a legitimate task, search narrowly, protect people
who are not relevant to the incident, record approvals, secure exported files and delete them on schedule. Review
the training when the system, policy or building changes, and use access and export logs to spot gaps before they

become incidents.
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