Why ipfs Still Matters for Decentralized Data
Storage

When | first started working with distributed systems back in 2016, the promise of a
permanent, decentralized web felt both inevitable and impossibly far away. Every new protocol
promised to fix the broken link problem, to make content addressable, to free data from the
grip of single servers. Most of those early projects faded into obscurity, but one approach kept
showing up in production code, academic papers, and real-world deployments: ipfs. It did not
vanish into vaporware. It quietly became infrastructure.

The InterPlanetary File System, or ipfs, is not a new idea anymore. It has been around long
enough that people have built serious things on top of it, and also long enough that critics have
pointed out its real limitations. That is exactly why it deserves a closer look today. Hype fades,
but practical value sticks. And ipfs has stuck around for reasons that matter to anyone who
cares about resilient data storage, offline-first applications, or simply owning your own content
without asking permission from a cloud provider.

What ipfs Actually Does Differently

At its core, ipfs replaces location-based addressing with content-based addressing. Instead of
saying "fetch this file from server X,' you say "fetch the file with this cryptographic hash." The
network finds a peer that has that content and delivers it to you. This small shift has huge
consequences. It means the same file can be served by hundreds of nodes simultaneously. It
means you can verify that what you received is exactly what you asked for, because the hash is
the address. And it means that if the original publisher disappears, the file can still live on as
long as anyone else holds a copy.

| have seen this work in practice on a community mesh network project in rural Portugal. The
village had intermittent internet, but local ipfs nodes cached educational videos and medical
documents. When the main link went down, people could still access those files from their
neighbors' machines. It was not fast, but it worked. That kind of resilience is hard to achieve
with traditional HTTP and centralized servers.

Where ipfs Shines Today

One of the most mature use cases is in decentralized content distribution. Projects like the
Internet Archive have experimented with ipfs to preserve web pages and datasets across a
distributed network of volunteers. Instead of relying on a single organization to keep the lights
on, the archive spreads across many peers. If one peer goes dark, others still serve the
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content. This is not theoretical. The Filecoin network, built on top of ipfs, already stores
petabytes of data with verifiable proofs of storage.

Another area where ipfs proves its worth is in offline-first applications. Mobile apps that need
to sync data across devices without constant internet connectivity can use ipfs as a local-first
storage layer. When the device comes online, changes propagate through the network. This
pattern is especially valuable in humanitarian tech, where field workers often operate in areas
with unreliable connectivity. They can collect data on a tablet, store it in ipfs, and sync when
they reach a town with a proper connection.

Digital rights and content ownership also benefit. When you publish something on a platform
that controls the servers, the platform controls access. With ipfs, you hold the content
identifier. You can share that hash on any channel, and as long as at least one peer pins the
data, it remains accessible. This shifts power back to creators and away from platform
gatekeepers. It is not a complete solution to censorship, but it raises the cost of takedowns
significantly.

The Hard Parts Nobody Talks About

For all its strengths, ipfs has real trade-offs that anyone considering it should understand. The
biggest one is performance. Content-addressed networks cannot compete with a well-cached
CDN for hot content. The first request for a file can take seconds while the network discovers
peers. Tools like IPFS Gateway and pinning services help, but they reintroduce centralization.
You are back to trusting a service to stay online, which defeats part of the purpose.

Persistence is another challenge. In a peer-to-peer network, content only lives as long as
someone pins it. Unpopular files can vanish when the only node hosting them goes offline. This
is the opposite of the permanence utopia that early advocates imagined. Real deployments use
pinning services, storage deals, or blockchain incentives to keep data alive. Filecoin addressed
this with a market for storage, but that adds complexity and cost.

Then there is the question of naming and versioning. ipfs hashes are immutable, which is great
for verification but terrible for updates. If you change a file, the hash changes. You then need a
mutable naming layer on top, like IPNS (InterPlanetary Name System) or DNSLink, to point to
the latest version. Those layers work, but they require additional infrastructure and care. | have
seen teams forget to update their IPNS records and serve stale content for weeks.

Practical Advice for Getting Started

If you are evaluating ipfs for a project, start small. Do not try to replace your entire content
delivery stack on day one. Pick a specific pain point: maybe you need to distribute static assets



across a team that works in different time zones with unreliable internet. Set up a local ipfs
node, add your files, and share the hashes. See how it behaves in your environment.

Consider using a gateway for initial access. The public HTTP gateways let you fetch ipfs
content through a regular browser without installing any software. That lowers the barrier for
end users. For production systems, run your own gateway or use a pinning service to ensure
availability. The trade-off is that you trust that gateway provider, but for many applications that
is acceptable.

Pay attention to pinning. Your content is only as alive as your pinning strategy. Use multiple
peers, set up automated scripts to republish hashes, and monitor that at least two independent
nodes hold each piece of data. This is not set-and-forget. It requires operational discipline.

The Bigger Picture

ipfs is not a silver bullet for all the web's problems. It does not replace DNS, HTTP, or CDNs for
every use case. But it fills a specific and important niche: resilient, verifiable, peer-to-peer data
storage that does not depend on any single entity. In a world where cloud providers can delete
your account, where governments can block domains, and where infrastructure failures can
isolate communities, having a protocol that treats every node as an equal peer is genuinely
valuable.

The technology continues to mature. The IPFS team has shipped significant performance
improvements in recent releases. The libp2p networking layer that underpins it has been
adopted by other projects, including Ethereum 2.0, which validates the underlying design. The
ecosystem of tools, libraries, and services around ipfs is larger and more stable than it was five
years ago. The community learned from early mistakes and focused on practical
interoperability rather than ideological purity.

If you are building applications that need to survive network partitions, that must work offline,
or that should not depend on a single point of failure, take a serious look at ipfs. Start with a
small experiment. Push data into the network and pull it back from a different machine. Watch
what happens when you take one node offline. You will quickly see where the protocol shines
and where it still struggles. That direct experience will tell you more than any blog post can.

The decentralized web is not arriving in a single revolutionary moment. It is being built piece by
piece, protocol by protocol, by people who decide to try something different. ipfs is one of
those pieces. It is not perfect, but it is real, it is running in production, and it is worth
understanding.



