
Raising a concern about money laundering controls can put an employee in a difficult position. A bank or money
services business may need to investigate a report, correct a control failure and protect confidential information.
But it must not punish someone for raising a qualifying concern. If a report is followed by termination, demotion
or harassment, the timing and circumstances may matter—and legal deadlines can be short.

This guide explains what may count as retaliation under the Bank Secrecy Act (BSA), how to distinguish a possible
violation from an ordinary mistake, and what evidence to preserve. It is general information, not legal advice. The
outcome of a claim depends on the facts and applicable law.

What does BSA whistleblower protection cover?
Federal law includes anti-retaliation protections for certain people who provide information about possible BSA
violations. In general, the protection may apply to employees, contractors and agents of covered financial
institutions who report relevant information to a federal agency or specified authorities, or who raise it internally
with an appropriate person, such as a supervisor or compliance officer. The law also covers certain participation in
investigations or proceedings.

The BSA requires financial institutions to maintain controls for detecting and reporting suspicious activity, among
other obligations. The Federal Financial Institutions Examination Council (FFIEC) publishes examination materials
and guidance used by regulators. Its website, ffiec.gov, is a useful starting point for understanding the supervisory
context. It is not, however, a substitute for the statute, legal advice or a regulator’s assessment of a particular
institution.

What counts as retaliation?
The statute prohibits an employer from taking certain adverse actions against a protected person because of
protected reporting or participation. Examples include discharge, demotion, suspension, threats, harassment and
other discrimination affecting the terms, conditions or privileges of employment. The label an employer gives an
action is not decisive: a purported “reorganisation” or “performance process” may still be scrutinised if the evidence
suggests it was used to punish a report.

Examples that may raise concern

Termination: an employee is dismissed soon after escalating a dated concern about suspicious-activity
monitoring, and the employer’s explanation appears inconsistent with earlier performance records.

Demotion or lost opportunities: a compliance officer is moved to a less senior role, removed from
important assignments or denied advancement after reporting a control weakness.

Harassment or threats: a manager repeatedly intimidates, humiliates or threatens an employee because they
contacted compliance, a regulator or another protected recipient.

Other disadvantageous treatment: an employee’s duties, pay, working conditions or access to information
change in a way that could be linked to the report.

A disappointing review or workplace disagreement is not automatically unlawful retaliation. A decision may have a
legitimate, well-documented reason unrelated to a report. The central issues usually include whether the person
engaged in protected activity, suffered an adverse action, and can show a connection between the two. Timing can
be evidence, but timing alone does not settle the question.



What is a BSA violation—and what may just be a mistake?
Not every compliance lapse is a BSA violation, and not every BSA-related error is evidence of deliberate
misconduct. A missed alert, inaccurate data entry or delayed escalation may result from human error, unclear
procedures, inadequate training, a system defect or workload pressure. Those possibilities should be investigated
rather than assumed away.

By contrast, a report may be more serious if it describes a repeated or intentional failure to follow required
controls, deliberate suppression of alerts, falsification of records, or pressure not to file a required report. For
example, one incorrectly coded transaction corrected promptly after discovery is different from dated records
showing that a manager repeatedly instructed staff to close similar alerts without review. Context, frequency,
intent, management knowledge and corrective action all matter.

Whistleblower protection is not limited to cases in which the reported violation is ultimately proven. A person
should not assume they have no protection just because an investigation reaches a different conclusion. Nor
should an employee embellish a concern or state as fact something they only suspect. Report what was observed,
distinguish direct knowledge from inference, and identify what still needs checking.

Ask yourself this: keep sar confidentiality rules in mind. Do not disclose a Suspicious Activity Report (SAR), or
information that would reveal its existence, to someone who is not authorised to receive it. If you are unsure what
you can lawfully share or preserve, get advice from a lawyer familiar with BSA matters before sending documents
outside the organisation.

Evidence and documentation that may hold up
A strong record is specific, contemporaneous and lawful. “Management is ignoring AML” is a conclusion, not a
useful account. A dated note identifying a transaction, alert, control step and response is more informative.
Preserve evidence in a way that does not breach confidentiality, privacy, data-security or records-handling rules.
Do not remove customer data or confidential records from company systems without legal advice.

What to write down

Date and time: when you observed the issue, raised it and received any response.

What happened: the process or control at issue, the relevant transaction or alert reference where lawful, and
what you personally saw.

Who was involved: names, roles and witnesses, distinguishing direct knowledge from what someone else
told you.

How you reported it: the recipient, channel, key words used and any acknowledgement or case number.

Employment changes: dates of a termination notice, demotion, changed duties, threats, hostile messages or
altered performance reviews.

Prior context: earlier performance feedback, comparable treatment of colleagues, policies and any
documented business explanation for the change.

For example, a private, dated chronology might record: “12 March, 10:20: escalated alert 7842 to the MLRO
because the transaction pattern appeared inconsistent with the customer profile. 15 March: manager asked me to
close it without further review. 18 March: sent a written question to compliance. 25 March: removed from alert-
review rota; no reason given.” Keep the wording factual. Do not alter, backdate or recreate records as if they were
contemporaneous.



Keep relevant emails, messages, meeting invitations and performance documents if you are permitted to access
and retain them. Record where originals are held rather than forwarding restricted material to a personal account.
If the employer has a retention policy or you receive a legal hold, follow it and seek advice before taking any action
that could affect evidence.

Timing pressure: do not wait for the internal process to finish
Under the BSA whistleblower anti-retaliation provision, a civil action generally must be brought in an appropriate
US district court no later than two years after the date of the alleged violation. Do not treat that period as a
guaranteed safe window. Questions about the date an action occurred, repeated conduct, other legal claims and
procedural requirements can be fact-specific. An internal grievance, HR investigation or regulator complaint may
not pause a court deadline.

There may also be separate deadlines or procedures for other claims, depending on the facts and jurisdiction. If
you have been dismissed, demoted or subjected to harassment after reporting a concern, speak promptly with a
lawyer who handles whistleblower and financial-regulatory matters. The National Law Review’s overview on filing
an AML/BSA whistleblower lawsuit is a useful general resource, but it is not a substitute for advice about your
deadline and options.. Exactly.

Anonymous or identified submissions?
Whether a person can report anonymously depends on where and how they report, and what they are seeking to
achieve. Anonymous reporting may reduce immediate exposure, but it can make follow-up difficult: investigators
may be unable to ask questions, verify details or assess the reporter’s role. A confidential report is not the same as
an anonymous one; an organisation or agency may know the reporter’s identity even if it limits disclosure.

Some BSA whistleblower award submissions can be made anonymously through an attorney, subject to statutory
requirements. That is a different issue from pursuing an anti-retaliation claim. A person seeking a legal remedy for
employment retaliation will generally need to establish their identity and provide evidence about what they



reported and what happened afterwards. Do not assume an anonymous submission automatically preserves a
later lawsuit or extends a deadline.

Before choosing a route, consider the urgency, the risk of retaliation, the confidentiality rules and whether you
need advice about an award, a retaliation claim, or both. A lawyer can help assess how to raise a concern while
protecting legally restricted information.

Practical next steps
1. Write a factual chronology while events are fresh; separate what you know from what you infer.

2. Use an appropriate internal or external reporting channel, taking care not to disclose SAR information
improperly.

3. Record any termination, demotion, harassment, threat or change in working conditions, including dates and
stated reasons.

4. Preserve permitted records and identify where relevant originals are stored; do not alter or unlawfully remove
them.

5. Get legal advice promptly about retaliation protection, confidentiality and the two-year federal deadline.

The key distinction
A BSA concern deserves careful examination, not automatic assumptions about bad intent. Human error,
inadequate systems and willful misconduct are different possibilities, and the evidence should be assessed
accordingly. Equally, an employer’s claim that an action was routine does not end the inquiry if dated records
suggest that termination, demotion or harassment followed a protected report. Specific facts, lawyer-monthly
careful documentation and timely advice are far more useful than broad allegations or waiting for an internal
process to resolve everything.

https://www.lawyer-monthly.com/2026/10/top-10-bsa-whistleblower-tips-for-2027/

