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In modern machine learning systems, especially those deployed in high-stakes areas like lending or healthcare
operations, understanding model uncertainty isn't a luxury—it's a necessity. As practitioners, we seek uncertainty
metrics that best correlate with real-world risks and edge cases, help detect distribution shifts, and highlight data
gaps in subgroup coverage. Two widely discussed uncertainty metrics are predictive entropy and probability
margin. But which should you actively track in production monitoring? And how do these compare to other

metrics like disagreement rate?

In this post, I'll dissect these uncertainty metrics, clarifying their perspectives on risk and error, illustrating how
they react under distributional shifts, and highlighting their tradeoffs. | draw on practical experience shipping risk-

scored decision systems, combined with principled insights from uncertainty quantification.

Setting the Stage: Why Track Uncertainty Metrics?

Standard accuracy metrics—like test set accuracy or AUC—are not sufficient for trustworthy real-world ML. They
don't reflect whether the model is confidently wrong, how uncertain it is on edge cases, or whether the data
environment has drifted. Uncertainty metrics help surface problems earlier and guide risk-aware interventions,

including retraining, alerting, and human-in-the-loop workflows.
Before we dive into predictive entropy vs probability margin, let's define the key terms:

* Predictive entropy: The Shannon entropy of the model's predicted class probabilities. A high entropy means

the model is “unsure,” distributing probability more evenly across classes.

* Probability margin: The difference between the top two predicted class probabilities. A small margin

indicates competing classes have similar confidence, suggesting uncertainty.

* Disagreement rate: The fraction of an ensemble or committee of models that disagree on the predicted label

—a proxy for uncertainty based on model variance.

Disagreement as a High-Signal Risk Indicator

One often overlooked but powerful metric is disagreement rate. When you have an ensemble of models or
stochastic model variants (e.g., dropout), disagreement rate measures how often the individual predictions diverge.

This contrasts with a single deterministic model's uncertainty metrics like predictive entropy or probability margin.

Why is disagreement rate a high-signal indicator? Because it directly captures epistemic uncertainty—

uncertainty due to limited knowledge or training data variability.

* High disagreement is often indicative of areas where data is sparse or conflicting, highlighting potential
distributional shifts or previously unseen subgroups.

* Empirically, disagreement rate correlates well with model risk because it signals instances where different

plausible models cannot settle on a consensus classifier.

While predictive entropy and margin measure uncertainty in the predictive distribution of a single model,
disagreement rate leverages ensemble variability, providing a complementary signal highly relevant for risk

monitoring.

Predictive Entropy vs Probability Margin: Definition and Intuition



Let's clarify the two metrics that often get conflated:

Metric Definition Intuition Range Desirable Properties Predictive Entropy $$H(p) = - \sum_k=12K p_k \log p_k$$
where \(p_k\) is the predicted probability for class \(k\). Measures overall distributional uncertainty. High if
probabilities are spread out; low if peaked. 0 to \(\log K\) Considers all classes, sensitive to distribution shape;
captures total uncertainty. Probability Margin \( M = p_top1 - p_top2 \) Difference in predicted probs of top two
classes. High margin = clear winner; low margin = close competition (uncertainty). 0 to 1 Simple interpretation,

directly linked to classification ambiguity.

Note: Probability margin is often inverted (1 - margin) when used as an uncertainty score, so higher values mean

more uncertainty.

What These Metrics Capture

* Predictive entropy

* Probability margin
This leads to some scenarios where the two metrics diverge in their signals:
* When probabilities are nearly uniform (e.g., 0.33, 0.33, 0.34), entropy is near maximal, but the margin is very

small, so both would signal uncertainty.

¢ |f the top two are close but the rest negligible (e.g., 0.51, 0.49, 0.0), margin signals uncertainty, while entropy

might be moderate.

® |f the second highest is very low but many classes have small non-zero probabilities (e.g., 0.8, 0.1, 0.1), margin

suggests high confidence but entropy may be slightly elevated compared to a 0.95, 0.05, 0.0 distribution.

Uncertainty Metrics and Edge Cases Under Distribution Shifts

In production, we face distribution shifts—data that differs from training in feature space, class priors, or even
labeling conventions. Edge cases arise when a model encounters inputs that are rare, ambiguous, or out-of-

distribution.

How do predictive entropy and margin behave under distribution shift?




* Predictive Entropy: Generally increases on novel or ambiguous samples since the model "hedges" its bets

across classes. This makes it a sensitive detector for distributional novelty.

* Probability Margin: Tends to decrease (margin shrinks) when the model sees confusing or ambiguous inputs
- though it can sometimes miss more subtle distributional nuances because it only looks at the top two

classes.

Both metrics complement each other but also suffer from potential objective mismatch—they don't necessarily

align with real error or business risk in isolation.

Data Gaps & Subgroup Coverage: Where Metrics Help and Hide

One of my running themes is reportz * things accuracy hides". Overall aggregate accuracy can look fine even
when there are glaring data gaps or subgroup failures. Uncertainty metrics can help surface these issues, but only

if interpreted correctly.

* Predictive entropy
* Probability margin

* Disagreement rate

However, a pitfall is the objective mismatch between what these uncertainty metrics measure and true business
risk or error cost. For example, a subgroup may have consistently low margin due to ambiguous but low-impact

errors; meanwhile, another subgroup’s small entropy change may mask catastrophic mispredictions.

Objective Mismatch and Loss Function Tradeoffs

Choosing which predictive uncertainties to track also connects deeply to your model's loss function and business

objective:

* Cross-entropy loss
* Margin-based losses

¢ Calibration and cost-sensitive thresholds should inform which uncertainty signals you prioritize.


https://reportz.io/ai/when-models-disagree-what-contradictions-reveal-that-a-single-ai-would-miss/

Tracking predictive entropy makes sense when you want to understand overall uncertainty and potentially
recalibrate probability outputs. Probability margins might be more intuitive in tasks where classification ambiguity

corresponds with business risk.

But critically: Neither metric alone captures everything. Combining metrics—disagreement rate from ensembles,

entropy, and margin—provides a richer understanding and better aligns monitoring practices with operational risk.

Practical Recommendations: What Happens on the Worst Day in Prod?
As someone who always asks, " What happens on the worst day in production?," consider the following:
1. Track multiple uncertainty metrics: Use predictive entropy, probability margin, and disagreement rate in

tandem. Each captures different facets of uncertainty and risk.

2. Calibrate probabilities: Avoid overconfident scores that distort entropy and margin interpretations.

Uncalibrated probabilities will lie to you.

3. Use disagreement rate for flagging distribution shifts: Ensembles or MC dropout can detect epistemic

uncertainty and data gaps better than any single metric.

4. Deploy cost-sensitive thresholds: Tie thresholds to actual business costs (false negatives, false positives,

operational workloads), not arbitrary confidence cutoffs.

5. Monitor subgroup statistics: Track uncertainty metrics across critical subpopulations to detect hidden data
gaps or performance disparities.

6. Embed uncertainty alerts in retraining pipelines: Let rising disagreement or entropy trigger human review

and model refreshes before catastrophic failures.

Summary Table: Strengths and Weaknesses
Metric Strengths Weaknesses Best Use Cases Predictive Entropy

® Considers full probability distribution.
® Sensitive to ambiguous and novel inputs.

e Aligns with cross-entropy loss.

® Depends on proper probability calibration.
® (Can be insensitive to small margin changes.

® Harder to interpret intuitively.
Detecting ambiguity, distribution shift, broad uncertainty. Probability Margin

* Simple, interpretable measure of classification ambiguity.
¢ Directly tied to classifier decision boundary.

* Easy to compute and monitor.

® Ignores probabilities beyond top two classes.
® |ess sensitive to full distribution uncertainty.

® Can miss multi-modal uncertainty scenarios.
Flagging close-call predictions, classification ambiguity. Disagreement Rate (Ensembles)

® Directly measures epistemic uncertainty.



* Detects data gaps, distribution shifts effectively.

® High signal for risk monitoring.

® Requires ensembles or multiple models.
e Computationally expensive.

* Not always available in resource-constrained systems.

Detecting distribution shift, data gaps, high-risk edge cases.

Conclusion

If you must pick between predictive entropy and probability margin, pick based on what your key risks are,

how well your probabilities are calibrated, and whether you have access to ensemble methods.

However, the truth is that no single metric tells the full story. Combining uncertainty metrics with ensemble

disagreement rate, subgroup stratification, and cost-aware thresholding yields the most robust risk monitoring.

Always ask yourself, " What happens on the worst day in production?"—these metrics should be your early-
warning signals, not just academic curiosities. Calibrate well, monitor smartly, and connect uncertainty metrics to

business objectives for truly resilient ML systems.



